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Summary   
 

The NHS is moving to a more collaborative, integrated approach to designing, planning and 
delivering health services across local systems. Good-quality data is fundamental to providing the 
right care to the right patient in the right place. Patient-level costing information is integral to the 
decisions that need to be made across multiple services, pathways and organisations in order to 

manage current services and determine the future models of care.  

The desire to improve population outcomes and tackle health inequalities means that finance data is 
needed to understand how resources are currently distributed across the different parts of local 
health systems, including across provider collaboratives and place. 

Figure 1 lists the finance data requirements needed to measure allocative value, taken from the 
HFMA briefing What finance data is required to drive value at a population level?1  

Figure 1: Finance data requirements to measure allocative value 

Finance and activity data needs to be: 

System-wide Measuring whole patient pathways across primary and 
secondary care, and linking between different organisations – primary care, 
community services, hospitals, ambulance and mental health 

Granular and flexible Granular enough to be cut in different ways – for 
example, to match how a particular health and care system has decided to 
segment its population – and flexible enough to allow high-level diagnosis as 
well as deep-dive analysis 

Based on cost Measuring the cost to the local system rather than being a mix 
of price and costs 

Timely and accurate Up-to-date and robust enough to represent the current 
allocation of resources 

Accessible Available to all organisations within a healthcare system, and to 
other healthcare systems to allow benchmarking 

 

This information governance briefing has been written following several meetings of the Healthcare 
Costing for Value Institute Costing Group, where members have discussed their desire to start linking 
patient-level cost data across their local health system to support service improvement, and the 
information governance challenges that they have faced. 

The first section provides an overview of the key guidance. This is followed by a description of some 
of the information governance challenges that NHS organisations face. The final section provides 
examples of integrated care systems (ICSs) who are successfully linking datasets, although it should 
be noted that we have yet to find an ICS who has linked patient-level cost data. 

The current data sharing rules make it hard for NHS organisations to take their first steps in mapping 
costs across patient pathways in order to understand system costs; information which is needed to 
understand the allocation of resources and improve value. 
 
Clear national guidance, as well as developing good collaborative relationships between system 
partners, and building trust with citizens about the use of their data, is needed to accelerate this 
agenda. 

 
 

1 HFMA, What finance data is required to drive value at a population level?, 2019 

https://www.hfma.org.uk/publications/details/what-finance-data-is-required-to-drive-value-at-a-population-level
https://www.hfma.org.uk/publications/details/what-finance-data-is-required-to-drive-value-at-a-population-level
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Key guidance 

 

Primary use 

The legal framework governing the use of personal confidential data in health care is complex and is 
covered in law by the NHS Act 2006, the Health and Social Care Act 2012, the Data Protection Act 
1998, and the Human Rights Act 1998. The framework allows personal data to be shared between 
NHS organisations who are providing care to patients, and this is known as primary use.  

Secondary use data 

Secondary use data is data used for purposes other than direct clinical care such as healthcare 
planning, commissioning, public health, clinical audit and governance, benchmarking, performance 
improvement, medical research and national policy development. 

Secondary use data must be anonymised.  

The Secondary Use Data Governance Tool2 (SUDGT) provides guidance and tools for local care 
systems to develop their data governance model to support the secondary use of personal data. This 
enables organisations to evidence that they have put sufficient controls in place to protect the data 
they need for secondary use activities. It consists of six steps (figure 1). 

Figure 1: Six steps in Secondary Use Data Governance Tool 

Step 1: Care system structure and governance 

• identify and describe the component organisations within the integrated care system 

• assess the readiness of the care system's governance mechanisms to oversee the lawful 
use of data 

• identify the system's preferred approach to managing, linking, pseudonymising and hosting 
personal data 

• ensure appropriate governance processes are integrated, so that robust assessments of 
proposals are performed by appropriate personnel 

  
Step 2: Activities and data management across the care system 

• determine the care system's high level analytical requirements, in terms of population 
health management functions and activities 

• identify which, if any, component organisations have the lawful basis to perform those 
activities 

• identify the data types and sources that will support the data analysis requirements and 
understand the data flows to the organisation storing the data 

 
Step 3: Activities and data management within specific organisations 

• establish which organisations will conduct the analysis and their individual data 
requirements 

• identify data controllers and processors for the required activities and purposes 

• understand data flows from the organisation storing the data to the organisations 

conducting analysis 

 

 
2 NHS England, Secondary Use Data Governance Tool  

https://data.england.nhs.uk/sudgt/
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Step 4: Organisational and technical controls 

• ensure all organisations receiving data to analyse possess and can demonstrate robust 
controls to protect personal data that has undergone pseudonymisation 

 

Step 5: Contracts and agreements 

• ensure all required contracts and agreements are in place 

 

Step 6: Fair processing and transparency 

• ensure data subjects are kept informed through a robust and lawful approach to fair 
processing and transparency 

 

 

Control of patient information (COPI) notice 

During the pandemic, the Secretary of State for Health and Social Care issued a general notice 
under the Health Service Control of Patient Information Regulations 2002 to help support the 
response to Covid-19. This notice, which applies only in England and Wales, requires NHS trusts, 
local authorities and others to process confidential patient information (CPI) without consent for 
Covid-19 public health, surveillance and research purposes. 

Four COPI notices have been issued to permit NHS Digital to disseminate confidential patient data to 
organisations during the pandemic to help them treat and care for patients and those at risk, manage 
their services and identify patterns and risks. The COPI notices cover a range of purposes related to 
diagnosing, managing, and controlling the spread of communicable diseases, and include 
confidential patient information which is needed for these purposes.  

This means that research activities (and non-research activities) that normally require support from 
the NHS Health Research Authority’s Confidentiality Advisory Group (CAG) for processing CPI 
without consent do not require CAG support where they relate to a ‘Covid purpose’ whilst the notice 
is in force.  

The latest COPI notice (August 2021) is due to expire on 31 March 2022 if no further notice is 

issued.3 

Government policy paper - Data saves lives: reshaping health 
and social care with data (draft)4 

The draft policy paper Data saves lives: reshaping health and social care with data sets out the 
government’s vision for how data will be used to improve the health and care of the population in a 
safe, trusted and transparent way. 

The paper highlights the speed of digital innovation for health that has happened during the 
pandemic period and sets out the government’s vision for how data can support transformation of the 
health and social care sector. 

One of the three key priorities is to make appropriate data sharing the norm and not the exception 

across health, adult social care and public health.  

 
3 NHS Digital, Control of patient information notice, August 2021 

4 HM Government, Data saves lives: reshaping health and social care with data, September 2021 

https://digital.nhs.uk/coronavirus/coronavirus-covid-19-response-information-governance-hub/control-of-patient-information-copi-notice
https://www.gov.uk/government/publications/data-saves-lives-reshaping-health-and-social-care-with-data-draft
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The paper notes some of the developments on data sharing during the pandemic, including the 
development of an Information Governance Portal5 to provide a single point of access for guidance 

for health and care staff, the public and information governance professionals. 

There is recognition of the lack of clarity about when personal information can be shared to support 
commissioning and planning for service improvement. The paper includes a commitment to use 
secondary legislation in due course to enable the proportionate sharing of data including, where 
appropriate, personal information for the purposes of supporting the health and care system without 
breaching the common law duty of confidentiality. 

Information governance framework for integrated health and 
care: shared care records6 

The aim of shared care records is to help local organisations move from today's position, where each 
health and care organisation holds separate records for the individuals they care for, to one where an 
individual’s record is shared across the health and care system. This will help health and care 
professionals to use information safely and securely as the people they care for move between 
different parts of the NHS and social care. 

NHSX’s information governance framework provides information governance professionals with a 
structured approach to ensure the development of shared care records meets legal obligations. The 
initial focus is on individual care, covering two journeys: 

• Journey 1: Sharing personal or confidential patient information (CPI) between health and 
social care bodies within a shared care record for the individual care of patients or service 

users. 

• Journey 2: Sharing personal or CPI between health and social care bodies across 
geographical boundaries for the individual care of patients or service users. 

Current challenges of sharing data between 
organisations 

We interviewed a number of NHS organisations to understand the challenges they faced when they 
wanted to share patient-level cost data between organisations. Whilst this briefing was intended to 
cover the challenges of sharing cost data between organisations, many of those we spoke to were 
facing difficulties in sharing any data at all, and we did not find one system that was sharing patient-
level cost data. 

Some of the challenges raised are described below. 

Lack of trust across the health system  

A lack of trust between some system partners was a concern in some areas; this was between 
commissioners and trusts, as well as primary care and acute providers. This was cited as a 
significant barrier for people working to share finance data. Secondary care providers can often be in 
competition, and the business implications of changes to primary care activity was said to be a 
disincentive to participation in system working. 

Competition between providers 

Some interviewees expressed frustration that there was still competition between providers in their 
area, which was resulting in a reluctance to work together. 

 
5 NHSX Information Governance portal 
6 NHSX Information Governance Framework for Integrated Health and Care: Shared Care Records, September 

2021 

https://www.nhsx.nhs.uk/information-governance/
https://www.nhsx.nhs.uk/information-governance/guidance/summary-of-information-governance-framework-shared-care-records/information-governance-framework-for-integrated-health-and-care-shared-care-records/#2-using-the-ig-framework
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Data sharing agreements excluding commissioners 

Two commissioners cited their frustration that a data sharing agreement was in place between 
provider trusts and the company that provides their contract management and business intelligence 
function. However, there is no such agreement in place between providers and commissioners, who 
are then provided with high level aggregated data only. This significantly limits their opportunity to 
take a system wide view, and, given the improvement in data that has been generated through the 

commissioning process. 

Data sharing agreements with primary care 

Some systems who had previously or are currently participating in the Population Health 
Management Development Programme say they have benefitted from support in setting up local data 
sharing agreements, and of the interviews we undertook, it is those areas that have made the most 
progress. The expertise they had developed in understanding how to share data had been useful and 
enabled them to set up data sharing agreements for other areas of work. 

However, challenges remain in getting full coverage for data sharing across primary care even in 
those on the Population Health Management Development programme, with two areas citing 15% of 
practices not covered by agreements. 

Others also expressed frustration with the challenges of getting GPs to share data. Each practice 
needs to agree to data sharing on an individual basis, and that is time consuming and not always 

successful. 

Funding 

Sharing data across the system could lead to changes in patient pathways, with some providers 
losing activity. The perceived lack of a satisfactory mechanism to protect the income of organisations 

was a disincentive for some providers to participate. 

Data quality 

The quality of patient information recorded on electronic systems was also flagged as a challenge. 
Patient notes may well include a much more complete picture on co-morbidities, especially in 

community services, but was often absent from the trust’s patient administration system. 

Recent Institute briefings7 8 have highlighted the poor quality of data, especially in community and 
mental health services. The lack of robust data for mental health and community services makes it 
harder for health systems to progress with the integration agenda, deliver improvements in value or 

make the most of innovation. 

Potential to identify patients 

A number of interviewees pointed out that patient-level costs potentially enable some individuals to 
be identified, for example a patient on high-cost drugs with multiple admissions, especially when data 

is shared for a small patient population such as a single GP practice.  

Costing team capacity 

From a practical perspective, the limited resources in costing teams available to deliver the national 
demand for patient-level costing were considered to restrict the capacity to support system working 

on costs should that become a higher priority.  

 

 
7HFMA, Costing and data quality: improving the quality of non-financial data required for costing, 2021 
8 HFMA, Improving data quality for costing community and mental health services, 2021 

https://www.hfma.org.uk/publications/details/costing-and-data-quality-improving-the-quality-of-non-financial-data-required-for-costing
https://www.hfma.org.uk/publications/details/improving-data-quality-for-costing-community-and-mental-health-services
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Examples of data sharing across integrated care 
systems 

Despite the challenges of sharing data across a local health system, there are examples where it is 
happening in ICSs. This section describes some of the examples to demonstrate the art of the 

possible. 

Kent and Medway ICS 

Kent and Medway ICS has a Shared Health and Care Analytics Board (SHcAB), chaired by Dr Marc 
Farr, chief analytical officer at East Kent Hospitals University NHS Foundation Trust.  

With membership from organisations across the ICS, and representation made up of Caldicott 
guardians, GPs, public health and university researchers, this Board provides an overarching forum 
to make decisions on the sharing and linking of data sets. Subgroups undertake detailed work on 
information governance and data assurance. There is an ethos that assumes that any proposals to 
link and share data have been generated with the intention to improve care.  

The SHcAB has developed documentation and a process to allow any proposed work to go ahead 
appropriately, securely, and transparently. A data protection impact assessment (DPIA) is in place for 
each dataset (whatever it might be used for), and each applicant is required to complete a DPIA 
template for their specific research study. The DPIA process enables the identification and 

minimisation of the data protection risks of a project. 

The SHcAB website provides many of the documents used by the Board including the forms for a 
data access request and the DPIA.  

Data sharing between organisations within Kent has enabled the identification of patients attending 
the emergency department who have had a recent Covid-19 test through the use of a patient tracking 
list (PTL) that links the test result to the patient when they are entered on PAS. This enables the 
department to set up a Covid or non-Covid stream when people on arrival in an emergency 
department which reduces the risk of patients contracting Covid-19 while in hospital. 

The Kent and Medway data warehouse team are now developing a new linked dataset called 
KeRNEL, led by the SHcAB.9 

 

Data protection impact assessment 

It is a legal requirement to complete a data protection impact assessment (DPIA) for 
processing information that is likely to be high risk. It is helpful to set out what 
assurances are in place to make sure data can only be seen as agreed. It does not have 
to eradicate risks altogether but should help to minimise risks and assess whether or not 
remaining risks are justified. For more information, read pages 5 and 6 of HFMA briefing 
Understanding resource consumption across a system.10 

 

 

 

 
9 Kent KERNEL  
10 HFMA, Understanding resource consumption across a system, 2020 

https://www.kmkernel.org/resources/de-identified-data-access-request-form
https://www.hfma.org.uk/docs/default-source/publications/briefings/mba-summaries/derbyshire-case-study-final.pdf?sfvrsn=43b37de7_4
https://www.kmkernel.org/
https://www.hfma.org.uk/publications/details/understanding-resource-consumption-across-a-system
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Dorset ICS 

The Dorset Intelligence and Insight Service (DiiS) is a collaborative project to deliver a real time 
health and social care dataset across the Dorset ICS. Data sharing agreements across all parties of 
the ICS have been put in place to allow the safe flow of data into the central data architecture. Data is 
collected from sources including primary care, secondary care, community, ambulance and mental 
health services, and the DiiS analyst team use BI tools and dashboards to present this, often 
incorporating demographic, socio-economic and deprivation data, to help clinicians design and target 
focused interventions for specific patient groups.  
 
Data is pseudonymised when it is added into the data warehouse using an adapted version of 
Nottingham University’s OpenPseudonymiser tool11. It changes the NHS number attached to any 
patient data to an alternative unique identifier. The ability is retained to reidentify any cohort of 
patients, but that is restricted to the clinician who provides their care. 
 
The DiiS platform has been particularly successful in adopting a co-design principle in developing the 
analytical tools to enable GPs and networks to help support their practice population’s health.  
 
During the pandemic, the DiiS data was used to identify patients across multiple risk factors including 
social vulnerabilities, mental health issues, long-term health conditions and other demographic 
markers that could result in serious illness if they contracted Covid-19. The tools allowed GP 
practices to identify groups of patients to target support throughout the initial waves of the pandemic. 

Derbyshire ICS 

As the Derbyshire health and care system developed its place-based approach, it identified the need 
to join up data to answer the question ‘which patients use most of our services and where do they 

live in the region?’ 

The HFMA briefing Understanding resource consumption across a system12 describes how 
Derbyshire ICS set about linking data from four providers, including establishing data sharing 
agreements, so that they had a better understanding of the use of resources across the system. 

The ICS wanted to identify the cohort of high resource consuming patients in the county in need of 
improved integrated care, so that they could set up intensive case and condition management 
services. The pseudonymised data commissioners held did not provide them with the information 
they needed; instead joined up data from the county’s providers was required. The four Derbyshire 
providers agreed that the purpose for joining the data was to better understand the fragmentation of 
care across the system, which was both costly and not meeting the needs of patients.  

The partners needed to determine the purpose for sharing the data across the organisations. They 
clarified that the primary purpose was to reduce the fragmentation of care for patients through 
providing each organisation with information about what other parts of the system their patients 
touched, thus supporting better delivery of clinical care. This provided the justification required for the 
Derbyshire data protection officers and Caldicott guardians across the four providers, as well as the 
Information Commissioner’s Office.  

It was made clear that data would not be shared beyond those people who could influence treatment 
and care. Each NHS organisation would only be able to see their own patients but across all care 
contexts. Data partitions had to be put in place to demonstrate data would only be able to be used for 
this primary use. 

 
11 University of Nottingham, OpenPseudononymiser  
12 HFMA, Understanding resource consumption across a system, 2020 

https://www.hfma.org.uk/docs/default-source/publications/briefings/mba-summaries/derbyshire-case-study-final.pdf?sfvrsn=43b37de7_4
https://www.openpseudonymiser.org/Default.aspx
https://www.hfma.org.uk/publications/details/understanding-resource-consumption-across-a-system
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Gloucestershire ICS 

Across Gloucestershire the commissioners, NHS trusts, primary care and county council have been 
working together to develop a memorandum of understanding (MOU) to enable them to share data 
within their ICS. The intention of the MOU is to enable the partners to work together to improve 
population health and outcomes. They have been using pseudonymised data through the data 
warehouse, with two local projects having focused on identifying people living alone at risk of frailty or 
loneliness. It is anticipated that social care data will soon be available in the county to combine with 

health information. 

 

Tips for success 
 
Through our interviews we identified a number of factors that support data sharing across an ICS. 

Collaborative working between organisations 

Engagement between partner organisations is essential, making sure that all understand the benefits 
to patient care that will accrue from systems working together. 

It is important to involve all parties from the outset including commissioners, and ensure there is 
transparency about what you want to do and why. 

Involving data experts 

Discussions with chief information officers, Caldicott guardians and any relevant clinicians should 
take place at the beginning of any projects involving the sharing of patient data. 

Clear process for data sharing 

It important that there is a clear process which enables clarity on the requests being made for using 
data and an assessment of the risks involved. This should include: 

• an effective governance framework which enables the data controllers who are accountable 
for the data being shared to meet their legal requirements 

• minimum standards for all partners on data protection and confidentiality compliance, security 
and data quality 

• a process for data controllers to determine what data is shared and linked, the purposes for 
which it is used and the recipients of that data 

• a data sharing agreement which sets out roles and responsibilities and the process in place 
to ensure all partners can demonstrate compliance with the law. 

 

Synthetic datasets 

It is worth considering the use of synthetic datasets. These are data extracts used in statistical 
models to create sharable datasets which maintain patient confidentiality whilst retaining the 
characteristics, and hence value, of the real data. Unlike pseudonymised data, synthetic datapoints 
cannot be traced back to a datapoint in the original set. 
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The Healthcare Costing for Value Institute programme is built around four 
themes: 
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