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• Describes how confidential patient information is managed 
by the health and care system

• It covers the requirements and standards that the 
organisations and their suppliers need fulfil the obligations 
that information is handled legally, securely, efficiently, 
effectively and in a manner which maintains public trust.

• Seeks to achieve a balance between privacy and sharing 
of personal confidential data

• Provides safeguards to protect patient information, and at 
the same time, a framework to guide health and care staff 
to decide when to share, or not to share.

Information Governance
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NHS Constitution
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Patients’ Rights
• You have the right to privacy and confidentiality and to expect the NHS 

to keep your confidential information safe and secure.

• You have the right to be informed about how your information is used.

• You have the right to request that your confidential information is not 
used beyond your own care and treatment and to have your objections 
considered, and where your wishes cannot be followed, to be told the 
reasons including the legal basis.

NHS Pledge
• to anonymise the information collected during the course of your 

treatment and use it to support research and improve care for others

• where identifiable information has to be used, to give you the chance to 
object wherever possible



www.england.nhs.uk

Information Governance and the law
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There are four legal bases for processing personal confidential data 
which meet the common law duty of confidentiality.  These are:

• With the consent of the individual concerned.

• Through statute (e.g. powers to collect confidential data in 
section 251 of the NHS Act 2006 and the powers given to NHS 
Digital in the Health and Social Care Act 2012.

• Through a court order, where a judge has ordered that specific 
and relevant information should be disclosed and to whom; and

• When there is an ‘overriding public interest’ - meaning the benefit 
to the public of disclosing the information outweighs the public 
good of maintaining trust in the confidentiality of the NHS and the 
individual’s rights
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1. Justify the purpose(s)

Every proposed use or transfer of personal confidential data within or from an organisation should be clearly defined, 
scrutinised and documented, with continuing uses regularly reviewed, by an appropriate guardian.

2. Don’t use personal confidential data unless it is absolutely necessary

Personal confidential data items should not be included unless it is essential for the specified purpose(s) of that flow. 
The need for patients to be identified should be considered at each stage of satisfying the purpose(s).

3. Use the minimum necessary personal confidential data

Where use of personal confidential data is considered to be essential, the inclusion of each individual item of data 
should be considered and justified so that the minimum amount of personal confidential data is transferred or 
accessible as is necessary for a given function to be carried out.

4. Access to personal confidential data should be on a strict need-to-know basis

Only those individuals who need access to personal confidential data should have access to it, and they should only 
have access to the data items that they need to see. This may mean introducing access controls or splitting data 
flows where one data flow is used for several purposes.

5. Everyone with access to personal confidential data should be aware of their responsibilities

Action should be taken to ensure that those handling personal confidential data — both clinical and non-clinical staff 
are made fully aware of their responsibilities and obligations to respect patient confidentiality

6. Comply with the law

Every use of personal confidential data must be lawful. Someone in each organisation handling personal 
confidential data should be responsible for ensuring that the organisation complies with legal requirements.

7. The duty to share information can be as important as the duty to protect patient confidentiality

Health and social care professionals should have the confidence to share information in the best interests of their 
patients within the framework set out by these principles. They should be supported by the policies of their 
employers, regulators and professional bodies.
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Caldicott Principles
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• Commissioners reported to the Caldicott 2 Review that they 
would need some access to confidential patient data because 
anonymised data is sometimes of poor quality and it is 
necessary to link data from multiple sources

• Argued that this use of data was part of the “consent deal” 
between patients and the NHS

• However, Dame Fiona Caldicott responded

“[We do] not support such a proposition. If identifiable 
data is to be used, a clear justification and a legal 
basis for doing so must be established and made 
known to patients.”

• So commissioners need to work with anonymised data or, in 
limited circumstances, use s251 powers to access confidential 
personal data
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Data Sharing for Commissioning Purposes
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• New Data Protection legislation comes into force on 25 May 
2018

• Main impact:

o Organisations need to be more transparent about how they 
use personal data

o Individuals have enhanced rights

o Pseudonymised data now regarded as personal data

o Privacy by default and design

o Health and care organisations required to appoint a Data 
Protection Officer – need to consult the DPO in respect of 
any activities where personal data is being processed

o Higher penalties for misuse of data
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GDPR


